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WHOAMI$

Drwxr----- 0 Head of Offensive Security/DFIR – BDO LLP

Drwxr----- 1 Break and Fix from past decade and half

Drwrx----- 0 Tester by Passion

-rwxr ----- 1 Forensics Investigator by Choice

-rwxr ----- 0 Speaker
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THE JOURNEY
Today’s cyber world

Denial
It won’t happen to me

Worry
Get as much security 

as possible

False 

confidence
We’re ready… bring it on

Hard lessons
There is no 

absolute security

True 

leadership
We’re in this together

Start
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2022 BREACHES AT A GLANCE

April 2022: Block Confirms Cash App Data Breach

March 2022: Microsoft Breached by Lapsus$ Hacker Group

March 2022: Lapsus$ Group Breaches Authentication 

Company Okta

February 2022: Ottawa Freedom Convoy Donors Leaked 

via Christian Fundraising Platform

January 2022: Over $30 Million Looted in Crypto.com 

Breach

January 2021: 2.28 Million MeetMindful User Records 

Exposed by Hacker

January 2021: Microsoft Exchange Server Flaw Leads to 

60,000+ Hack

April 2021: 530 Million Facebook Users’ Data Leaked on 

Online Hacker Forum

April 2021: 500 Million LinkedIn Users’ Data Scraped and 

Sold
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Who will attack me and what is their objective?
UNDERSTANDING THE CYBER THREAT

THREAT 

ACTORS

Activists targeting online 

services in line with their 

inclinations e.g. Anonymous 

and Lulzsec

Groups backed by states, 

targeting for political or 

commercial interests

Sophisticated and organised 

groups targeting systems for 

financial gain

Employees having access to 

critical systems and 

resources by virtue of their 

roles
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Why is the financial mutual sector an attractive target?
UNDERSTANDING THE CYBER THREAT

Attacks can be launched from 

anywhere, successfully and 

with limited resources

LOW COST OF ENTRY

Common platforms create 

common vulnerabilities

COMMON PLATFORMS

Technology driven 

environment, high turnover, 

sensitive users and highly 

regulated make it the perfect 

target

HIGH VALUE INDUSTRY
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THREAT LANDSCAPE

 Distractive attacks (SWIFT/ 

payment switch attacks)

 Targeted ransomware attacks

 Supply chain attacks 

 Cryptojacking

 Trickle-down effect

 Data theft

 Data integrity and sabotage

 Direct financial theft

Russia vs. Ukraine

North Korea vs. South Korea 
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IMPACTS OF A BREACH
Broad and Deep – Create a business risk (no longer just an IT risk)

Health and 

Safety

• Mental wellbeing

• Operational 

systems stop 

working 

Loss of 

Time

• Increased load on 

Call Centre

• Time to recover 

and investigate

• General staff

• Loss of jobs

• Increases work 

loads

Employees

• Complaints 

• Identity fraud

Customers Third 

Parties

• Supply chain

Investors

• Loss of share 

price

• Information 

Commissioner 

(GDPR)

• Industry Regulators 

(e.g. FCA and PCI)

Regulatory Reputation

• Bad press

• Social media

• Customers 

and suppliers 

perceptions/

confidence 

Financial

• Drop in share 

price

• Loss of income

• Direct loss (fraud)
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ROLE OF NEDS IN FINANCIAL MUTUALS
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TECH/IT RISKS ARE NOT ALWAYS THE PROBLEM
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EFFECTIVE INCIDENT RESPONSE?
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Cyber Security Strategy without 

leadership is like a broken pencil.  

Pointless!
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THOUGHTS

 NEDs with clear situational awareness 

• Chief Threat Officer, Chief Privacy Officer, Chief Information 

Security Officer, Chief Risk Officer and the C-Suite.

 Clear Decision making 

• Re-active vs Pro-active

 Digital Fraud Crisis Management 

• Prevent and Transfer of risk 
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SHAPING THE DEFENCE

 Engage before Another Black Swan

 Consistent Response to Incidents

 Reduce Risk by Early Threats

 Keep It Simple and Secure



FOR MORE INFORMATION:

VIJAY VELU

+44 (0)207 893 3014

vijay.velu@bdo.co.uk
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